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To Our Customers
Thank you for purchasing SpamLion’s Sender Validation Gateway, the most effective anti-spam
solution ever made. You will soon experience an unprecedented level of protection - without
loosing your real email. Please use this guide and the technical expertise of our experienced
resellers to ensure a trouble-free installation.

Copyright © 2002-2006 by SpamLion, Inc.
All rights reserved. This document is intended for the sole use of the purchaser of the Sender
Validation Gateway™ software, hereafter referred to as the Gateway. No part of this document
may be reproduced, stored in a retrieval system or distributed by any means electronic,
mechanical, photocopying, recording, or otherwise without written permission from the
publisher.

Trademarks
This document may contain references to trademarks, services marks and logos that are the
property of third parties. You are not permitted to use these trademarks, services marks or logos
without prior written consent of SpamLion, Inc. or such third parties.

Warning and Disclaimer
No liability is assumed with respect to the use of the information contained herein. Although
precautions have been taken in the preparation of this document, SpamLion, Inc. assumes no
responsibility for errors or omissions. No warranty or fitness is implied. The information
provided is on an “as is” basis. SpamLion, Inc. shall have neither liability nor responsibility to
any person or entity with respect to any loss or damages arising for the information contained
herein. Neither is any liability assumed for damages resulting from the use of the Gateway.

Tell Us What You Think
As the reader of this publication, you are our most important critic and commentator. Please
send comments and corrections to: support@spamlion.com

~ | ’,
—,O\— Tips provide information to make installation easier.

@ Knowledgebase articles provide additional information.

A Warnings help avoid common installation issues.

SpamLion, Inc.

P.O. Box 549

Cotati, CA 94931
(800) 761-SPAM
www.SpamLion.comn]
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Introduction

This guide describes placement and installation practices for the Sender Validation Gateway™.
We highly recommend reading this guide in its entirety, prior to installing this product.
Additional knowledge base articles may be required for your specific network environment.

Instructions for configuration and network administration of the installation computer, firewall
and protected email server are not specifically detailed in this document and will require a
qualified network engineer with a working knowledge of your network and these other systems.

\ Requirements

Hardware
The efficiency of Sender Validation eliminates the need for a high-powered system.
Minimum (less than 1,000 users, or less than 1M emails a month):

e Pentium III, 800Mhz e 128MB RAM, 20GB HDD (Win. 2000 Server)
Recommended (thousands of users, or millions of emails a month):
¢ Pentium 4, 2.4Ghz e 256MB RAM, 80GB RAID (Win. 2003 Server)

Operating System
Microsoft Corporation recommends:
e Windows 2000 Server e Windows Server 2003 e Windows Virtual Server 2005

Some small businesses have successfully used:
e Windows 2000 Professional e Windows XP

Web and SMTP Services
Microsoft’s Internet Information Services must be configured as show in Appendix I or II to
reliably provide web and email transport processing for the Gateway.
e IS 5.0 - Appendix I o IIS 6.0 - Appendix II

Protected Email Server Requirements
The Gateway will protect any Internet compatible email server, thereby protecting its users.
For limited deployments, the Administrator can select which users are protected.

e Exchange 5.5 ¢ Exchange 2000 e Exchange 2003
e GroupWise e Lotus Notes e UNIX (Sun, AT&T, HP, etc.)
e Linux e Apple ¢ All Internet compliant PO’s.

Sender Validation™ Requirements
The Sender Validation detection process supports all sources of email, including those listed
above, plus cell phone and PDA based email. Additionally, one-time manual validation is
available, should an unknown source not support bidirectional communication.
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Placement

The Gateway is typically placed between the Internet and your email server(s), behind your
company’s firewall.

= 1]
eMail Users

Figure 1, Gateway placement

—:@:— Anti-Virus Systems are placed between the Gateway and the Mail Server, or better

= yet, installed on the mail server to protect the proliferation of intra-office viruses. If

you must install it on the Gateway, first contact the anti-virus manufacturer to ensure

you know how to configure their software to not interfere with [IS’s Web and SMTP
services or the Gatewav'’s files or processes.

Message Flow

Outbound Auto-Validation =)
This feature enables the Gateway to selectively learn who your company communicates with by

analyzing outbound email from your email server(s). These people (and entities, such as
requested newsletters) are auto-whitelisted to eliminate false-positives.

Your email server (or anti-virus system) will be set to deliver outbound email to the Gateway.

Automatically Learns
who you communicate with

[ 1

(= |
eMail Users  Mail Server(s)

Sender Validation
Gateway

Firewall

Figure 2, Outbound Auto-Validation
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Message Flow (Continued)

Inbound Protection <:|
The Gateway passes email from all valid sources on to your Protected Post Office (email server),
while holding email from questionable sources in its internal Quarantine — until a one-time
validation occurs (either automatically or manually).

Quarantines illegitimate mail

Passes valid mail through

;
— Sender Validati
eMail Users  Mail Server(s) encervarcato ol

Gateway

Figure 3, Inbound Protection

|
—‘Q'— Each person will have access to their own browser-based Quarantine Manager,
= enabling them to perform a one-time manual validation for any new automated source,
such as an e-commerce receipt from a new vendor. Please see our Demo Videos.

First Contact Analysis and Validation s
Emails from unidentified sources are known as First Contact' messages. The Gateway will
automatically send them your customized “Welcome Notice” (Registration/Validation Notice)
with an imbedded “Opt-In Validation™” URL, enabling real people to be instantly validated.

Releases First Contact Quarantine

A

Opt-In Validation Welcome Notice

.
= T —
;
g 3 enaer vallaation %
eMail Users  Mail Server(s) Firewall
Gateway
Figure 4, First Contact Validation
| . S . . .
_‘O’_ The simple Opt-In Validation™ is easy for real people to use — just one click.
""" However, for spammers, it's nearly impossible: in over three years, and stopping over
a billion spams, not a single automated spammer has ever Opt-In Validated.
" Please review our Whitepaper on First Contact Analysis to learn about this new discovery, and its ability to
isolate spam with 100% accuracy while not interfering with any real email.
3
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Support

For the latest support information, including instructional videos, please visit:

http://www.SpamLion.com/Support

Minimizing Support Headaches
Contacting the appropriate vendor is better than aspirin. First determine the source of the

problem: the operating system (Windows), your network, firewall, DNS, email server, Internet
connection, or other software (that interferes with IIS’s web or SMTP services).

~ | s,
—/Q\— Please contact your network systems experts or the appropriate manufacturer first.

=  Requesting our staff to verify that the Gateway is running properly is a billable
service, and generally will not resolve the actual cause of the problem.

Sender Validation Gateway™ Product Support
Our product is priced so that training, troubleshooting, and other support is only charged to
those who specifically request them in lieu of using documentation, training videos, our
knowledge base, or using their own networking experts.
N | s
_/O\_ Even paid support can not substitute contacting the appropriate manufacturer or

= finding an experienced network systems consultant, as our staff only assists with
the configuration and use of the Gateway itself.

First Line Support
First ask the SpamLion Reseller or Partner you purchased the product from for assistance — most
have experience assisting with network planning and troubleshooting, as well as with the
Gateway.

SpamLion Paid Installation Assistance
Optionally, our staff can assist with planning, live installation, and training using remote control
(PCAnywhere, NetMeeting, GoToMyPC, WebEx, VNG, etc.). To utilize our services affectively,
you will need to have a properly configured server, someone who knows how to configure your
tirewall (as specified in this document) and someone capable of independently troubleshooting
your network.

Currently? installation assistance (limited to two hours) is included for free with purchases of
over 200 users. For all smaller purchases, please inquire about current rates.

To open a support ticket, visit http://www.SpamLion.com/SupportReques{ or call our corporate
office at 800-761-SPAM and have a customer service representative open a ticket for you.

Support hours are M-F, 8am-5pm Pacific Time, excluding holidays.

! Please check with SpamLion, Inc. before purchasing the product for current installation and support offerings.

4
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The first step in the planning process is to review exactly how email flows between your
business and the Internet. Then determine the appropriate changes to route incoming and
outgoing email through the Gateway. Next, determine how you’ll expose the Gateway’s HTTP
Validation interface. And finally, make sure the necessary people know how to perform and test
these changes, in real-time on your live network.

planning. Although these steps ensure no interruption of live mail flow (even

j Please do not substitute the Gateway’s simple installation process for proper
when a problem occurs), proper planning ensures first time success.

Network Discovery and Planning

Exchange Servers (5.5, 2000, and 2003)
Please familiarize yourself with the Smart Host setting, as you will need to set this to have
Exchange forward all Outbound email to the Gateway. You will be setting it to the Gateway’s IP
address.

@ KB200509-3 depicts this setting for all three versions of Exchange.

Other Email Servers
Most all email servers have a setting to forward all Outbound email to another host, gateway,
relay, remote, or other such device. If you are unable to locate this setting, please contact the
appropriate manufacturer to discover how to configure their email server.

Firewall
First, find the firewall rule that forwards Inbound SMTP (port 25) traffic to your email server,
as you will be altering this rule to send email to the Gateway.

_l‘<|j\_ If you have Remote Offices or Remote Users, please seek the guidance of an
s experienced SMTP Routing Architect, to design an appropriate message flow
path for your unique situation. Usually all that’s needed are simple firewall

rules, SMTP restrictions, or a VPN (included with Windows for free).

Second, the Gateway includes a built-in website to process the unique One-Click-Validation™ in
each First Contact Welcome Notice®. To expose this website to the Internet, you need to create an
Inbound Rule for HTTP (port 80 or other).

® The Welcome Notice is also known as a Registration Request or a Validation Notice.
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Firewall (continued)

™~

/) If using an alternate port, and you prefer not to configure your firewall to translate
¢ that portback to port 80, please add the alternate port to IIS using the information in

KB-200509-2.

_:<|j\_ If you have only one IP address for Internet access, and port 80 is already in use
s for another website or browser-based email (such as Exchange Server’s Outlook
Web Access - OWA), you will need to use another port, such as 8080, 8088, etc.
Contact an experienced firewall/network consultant if help is needed.

Outside URL

Once you know how the Firewall will be configured, you can choose the format of the One-Click
Validation™ URL that will be in each Welcome Notice. This “Outside URL” should have a
FQDN (fully qualified domain name) in DNS, with an alternate port number, if needed.
Alternatively you can use an IP address.

|
_‘O_ Studies have shown people respond best to a Welcome Notice with a URL that

=  is your domain name rather than an IP address. We recommend creating a DNS
entry such as sl.[your domain name].

Inside URL

The second URL is used to access the Quarantine Manager (Inside URL). It can also have an
FQDN or an IP address, and may or may not require an alternate port see KB200509-2 on
alternate port configuration.

Typical installation:
Welcome Notice (Outside) URL = http://sl.spamlion.biz
Quarantine Manager (Inside) URL = http://10.1.1.57

or, if no FQDN exists for the Outside:
Welcome Notice (Outside) URL = http://64.166.129.248/

or, if using an alternative port, such as 8080 on the outside:
Welcome Notice (Outside) URL = http://sl.spamlion.biz:8080

_Q_ Experienced Gateway installers have helped many businesses with very unique
"¢ networks. If an easy solution isn’t obvious, contact our support group for a free
suggestion or a referral to an experienced installer that offers consulting services.
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\ Configuration Worksheet

The following information will be needed during your Gateway installation. To save time and
frustration, please record them on this worksheet prior to starting the actual installation.

Internet
Firewall SVG Web Interface — Port 80 Traffic
I {1} Host MName
{2} IF Address of Host Mame
SpamlLion SMTP - Port 25 Traffic
sVG
% {3) Primary MX Record IP Address
Protected {4} SpamLion SVG Intemal IP Address
Post Office
{5} PPO Server Internal IP Address

Internal Network

[ |

Figure 5, Configuration Worksheet

SVC Web Interface — Port 80 Traffic
(1) Host Name
The fully qualified domain name, or Host (A Record) listed on your DNS server, that will
correspond to the Internet accessible IP address for port 80 traffic to the Gateway.
Example: sl _epubz.com

Used to configure your DNS server to enable the “Outside URL”, which will appear in the
Welcome Letter. It facilitates First Contact self-validation via the Gateway’s web interface.
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(2) IP Address of Host Name
The external IP address defined in DNS for the Outside URL discussed in (1) Host Name.
Example: 72.245.23.78

It is used to configure your firewall to route port 80 (HTTP/HTTPS/WWW) packets from this
address to the Gateway’s internal address (4).

Example Firewall Rule (Cisco PIX) — See Installation Video for Kerio Firewall example:
static (inside,outside) 72.245.23.78 10.0.0.3 netmask 255.255.255.255 0 O
conduit permit tcp host 72.245.23.78 eq www any

SMTP — Port 25 Traffic
(3) Primary MX Record IP Address
The existing MX record in DNS that directs incoming mail to your firewall.
Example: 72.245.23.78

Used to locate which Firewall MX (SMTP) Rule will be reconfigured.
DNS example for epubz.com:

@ MX 10 mail _.epubz.com.

mail A 72.245.23.78

Example of a pre-existing Firewall Rule (Cisco PIX) - See video for Kerio example:
static (inside,outside) 72.245.23.78 10.0.0.2 netmask 255.255.255.255 0 O
conduit permit tcp host 72.245.23.78 eq smtp any

(4) SpamLion SVG Internal IP Address
The IP address assigned to the NIC on the server running the Gateway software.
Example: 10.0.0.3

This address will be used when reconfiguring the Firewall’s SMTP traffic.

Example Firewall Rule (Cisco PIX) — See Installation Video for Kerio Firewall example:
static (inside,outside) 72.245.23.78 10.0.0.3 netmask 255.255.255.255 0 O
conduit permit tcp host 72.245.23.78 eq smtp any

(5) PPO Server Internal IP Address
The IP address assigned to the NIC on the Protected Post Office (PPO or mail server).
Example: 10.0.0.2

Used when configuring the Gateway to pass non-spam mail on to the staffs’ mail server.
See Figure 6, Gateway Installation Settings.
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\ Preparing your Server

Select a computer system that meets the criteria previously described in “Requirements.”

Before customizing a server with your preferred software and settings, please start with a newly
installed (or reinstalled) fully working “clean” system: just the base O.S. with IIS, per our

specification.

To avoid installation difficulty and reliability issues, please do NOT install any
other software, use any “lock-down” tools, or customize the IIS settings, unless you
fully understand how to prevent their conflicts with 11IS’s services and the Gateway.

If you want to join a domain, please do so after the Gateway is installed and properly
functioning. Otherwise you will need to manually grant IIS’s Web Services (the
IUSR_[machine name] account) with Modify access to SpamLion]1 and all sub-folders.

Windows 2000 Server, Professional and XP
Carefully install Internet Information Server 5.0 (IIS) with ONLY: Common Files, IIS Manager
Snapln, SMTP Service and World Wide Web Service.

o
—( )~ Use Appendix I as a quick step-by-step guide to ensure proper IIS setup.

A\

Microsoft advises against using Professional and XP, as they are not designed to
be “servers”. It appears the only limitation is 10 simultaneous SMTP sessions, which
may work fine in low-traffic situations. Most small businesses that use these O.S.’s
report no problems, but a few have reported extreme difficulty (even with Microsoft
helping them).

Windows Server 2003 (all Editions)
Carefully install Internet Information Server 6.0 (IIS) with ONLY: Common Files, IIS Manager
Snapln, SMTP Service and World Wide Web Service.

NP
—()— Use Appendix II as a quick step-by-step guide to ensure proper IIS setup.
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\ Gateway Software and License File

Use the CD-ROM or download the most current software from the SpamLion FTP site:
ftp://ftp.spamlion.com/download.

Navigate to the Installation-Gateway-v1.80 folder.

You can run the self-extracting archive file directly from the FTP site, or you can download the
EXE or ZIP file to your hard disk and extract from there.

The installation archive contains only one file, Setup.exe, which we recommend placing on your
desktop during installation.

Place this file in a safe place in the event you need to:
¢ Install the Gateway on another computer and recover from a backup
e Uninstall the Gateway (by running Setup and selecting Remove)

Locate the SpamLion.lic license file

Place the product’s license file, “spamlion.lic”, on to your Desktop.

The license file should be an attachment to an email message sent to you by SpamLion, Inc. or
from your Authorized Partner or Reseller.

Remember, the license file enables the product to protect a limited number of users
.1, for your Mail Domain (DNS’s MX records). If your company uses more than one
_,O\_ domain name for email, you will need to obtain a license that covers all the
=  domains you want protected by the Gateway. Domain additions to the license file
are free during the initial purchase, but inquire about license restrictions.

10
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Installation

Having planned the installation, and being ready to make email Server and firewall changes,
you are now prepared to install and test the Gateway in a live environment.

ii Although this process ensures proper installation without disrupting live email

flow, it is strongly recommended an experienced Gateway installer be present
(in person or remotely), because if any step or test result is unclear, you
should not continue until the potential problem has been resolved.

1. Install Gateway Software

1.

2.

3.

11

Doubleclick to launch Setup.exe (from the desktop, CD-ROM, etc.).
Accept the License agreement to continue.

Verify and complete the Installation Settings form (figure 6 on the next page):
a. Verify your License Information
¢ Does is protect the correct number of mailboxes?
e Is your company’s name spelt correctly?
e Are all your domain names spelt correctly?

A\ If there are any errors with the License Information, cancel the installation,
AR and obtain a corrected license file through your reseller or SpamLion, Inc.

b.Select the Installation Destination (typically Drive C)

c.Is This computer’s Server IP Address correct? (if not, cancel the installation, change
this computer’s IP address, and restart the installation).

d.Review the Quarantine Notice’s URL, and ensure it matches with your plan.

e.Review the Quarantine Notice’s From email Addresses, typically this your company’s
Help Desk or email administrator. This is only used for internal notices.

f. Review the Validation Notice’s URL, and change it if during planning you decided not
to use the FQDN shown by default. Do you need to specify an alternate port?

g.Fill in your email Server’s IP Addresses

h.Provide an email Address for the Administrator Logon. The system uses this to notify
you of any problems so it should be your email address.

Note the default Username and Password. Once the installation is complete, you should
change the password and record them somewhere safe. If lost, open a support ticket, and

send a copy of the database to SpamLion, Inc. for recovery.

Press Install, to complete the installation.
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Install Gateway Software (continued)

Sender Yalidation Gateway - InstallShield Wizard

Installation Settings

Complete and verify the following settings, then press [nstall,

— Installation Desitination — Licenze Information
Location: IE:HS pamLion j ? 5q|r1ic:|2l1 !liumher:

—Server |IP Addresses Frotectz up to 140 mailboxes
Thiz computer: I'IE|2.'I EE.100.51 j ? Status:

Retail License
‘Your eMail Server: |192.168.100.211 ?

Licensed to:
SpamLion, Inc. Demo

— Adminigtrator Logon
— Protected D ing:
Usemarme: Iadmlnlstratur ? 'gpzfnfiun_b?;“ams

Pazzword: Ispamliun ?

eMail Address: | hostmaster®S pamLion.biz

— Huarantine Nolice —Yalidation Notice
Inside URL: [http: £/192.162.100.61 : Outside URL: [http: /5l SpamLion. biz

Fram eMail Addiess: |helpdesk@SpamLion.biz - Fram eMail Address: |spamlion@S pamlion biz

W Gateway

Inztaller w1.60.74, Gateway «1.60

dstart| | (2 @ | ) sender validation Gatew... |[ 47 Sender validation Gat... T 4:58PM

Figure 6, Gateway Installation Settings

2. Test and Cutover Outgoing Email

Using Telnet to create and send a message ensures direct connectivity between the Gateway,
your email server, and the Internet, without disturbing live email flow.

0 Please see KB-200509-1, Sending Test Messages Using Telnet for details.

1. Test Outbound Path
You need to ensure that email sent from your email server to the Gateway will be delivered
through your firewall to the Internet.

Using Telnet, send the first test message from the command-line console of your email server to
an external email address, such as Yahoo or Hotmail account.

Q See KB-200509-1 for more detail on using Telnet to create test messages.

12
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Test Outbound Path (continued)
Please note:
e This will only work properly from the console of your email server.
e What you type is in bold (below).
e Use the Gateway’s IP address instead of the example of 192.168.100.61
e The Gateway will respond with your email server’s address instead of 192.168.100.211
e Use your real “from” email address
e Choose a real “to” email address such as a Hotmail or Yahoo account.

Example:

C:\> TELNET 192.168.100.61 25

220 sl.spamlion.biz Microsoft ESMTP MAIL Service, Version:
5.0.2195.6713 read at Tue, 13 Sep 2005 11:12:01 -0700
helo mail.spamlion.biz

250 sl.spamlion.biz Hello [192.168.100.211]

mail from: test@spamlion.biz

250 2.1.0 test@spamlion.biz....Sender OK

rcpt to: receiver@domain.com

250 2.1.5 receiver@domain.com

data

354 Start mail input; end with <CRLF>_<CRLF>

subject: test one

This 1s my First outgoing email test.

250 2.6.0 <SL1jrEP6cOWMVFsOfsx0000001a@sl.spamlion._biz> Queued
mail for delivery

quit

221 2.0.0 sl.spamlion.biz Service closing transmission channel
C:\>

2. Check the IIS SMTP Log
Locate the logs at \SpamLion1\LogFiles\SMTPSVC1, and find two groups of entries:
¢ Reception of the message from your email server
e Transmission of the message to the Internet

If there is no 2n entry (Transmission to the Internet), most likely your firewall is not allowing the

Gateway to send outbound SMTP; also check DNS and restart IIS’s SMTP service. A firewall,
networking, or IIS SMTP expert may be needed to help resolve any transmission issues.

3. Cutover Outgoing Email
After you've verified that the message was received by the external email account, you can
change the Smart Host entry on the Exchange Server to route outbound email to SpamLion.

@ KB200509-3 shows where to find Exchange’s Smart Host setting.

Lastly, create a message from Outlook (or your regular email client) and send it to test the Smart
host setting. (You may need to first restart Exchange’s IMS service.)

13
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. Setup and Test Inbound HTTP

Set up access from the Internet to the Gateway’s website by defining a rule on your firewall, as
determined in the chapter on Preparation.

Verify the Gateway’s website can be accessed from the Internet by connecting to the Outside
URL from the Internet (not your local LAN - if you have to, call a friend or SpamLion, Inc.).

. Test and Cutover Inbound Email

. Test the Internal Inbound Path (Gateway to your Email Server)
Send a Telnet test message from the console of the Gateway to your email server (preferably
your email address).

This is very similar to the Outbound test, only this time you:
e Use the Gateway’s console
e Connect to your email server’s IP address
e Say hello from the name of the Gateway (for example, sl.spamlion.biz)
e See the Gateway’s IP address on the connection confirmation
¢ Interchange the “to” and “from” addresses

. Check the IS SMTP Log
Locate the logs at \SpamLionl\LogFiles\SMTPSVC1, and find one group of entries:
e Transmission of the message to the your email server

. Cutover Inbound Email
Once you have verified the message was received, change the firewall rule to route inbound
Internet email to the Gateway.

. Test the External Inbound Path (Internet to Gateway)
To verify the Firewall is truly sending inbound email to the Gateway, send a test from an
external email account (Hotmail, Yahoo, etc.) to the Receiver you've been using for testing (your
address).

. Finally, check the IS SMTP Log
Locate the logs at \SpamLion1\LogFiles\SMTPSVC], and find both groups of entries:
e Reception of the message from the Internet:
e Transmission of the message to your email server.

Q For more detail on reading logs refer to KB200308-3, Message Tracking.

14
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Additional Installation Features

\ 1. Synchronize Receivers’ Email Addresses — Microsoft Exchange \

GALSync - Global Address List Synchronization

This process can manually or automatically synchronize all Primary and Alias addresses. These
utility and batch files are used to run Microsoft’s GAL Export utility, which is included with Microsoft
Exchange. Then the output file is places in \ SpamLion1\xfer\sync.

Key Features
1) Combines each Primary email address with its Alias(es) to provide a single managed
Quarantine for each user.
2) Enables protection against Dictionary Attacks.

The GALSync can be manually performed, or run at an interval of your choosing using the
Windows Scheduler.

—(lﬁ— Before running the first GALSync, determine if the majority of the users will be
Y7 Protected. If so, change the default for New Receivers’, which is found in the
Administrator console — Settings — Processing — New Receivers’ Default
Settings, Protection. Remember to set the default back to “Bypassed” when done.

Running Manual GALSync with Exchange server:

1. Copy the appropriate folder from SpamLion1\ GALSync (Exchange 5.5 - GALSyncEX55,
Exchange 2000 - GALSyncEX2K, or Exchange 2003 - GALSyncEX2003) to the appropriate
Exchsrvr folder on the Exchange Server (usually C:\exchsrvr, but it might be in ¢:\ Program
Files\ Exchsrvr, or on a different drive).

2. Open a command line window and navigate to the folder you just copied.

Run the initial export, by typing "ADE /extract user /m" from a command line.

4. Copy the output file, “slconverted.txt” to the folder “\SpamLion1\XFER\ Sync” on the
Gateway. Though unnecessary, feel free to inspect and edit the file “SpamLion Address List
Syncronization.pdf”.

5. Once placed in the \SpamLion1\XFER\ Sync folder, the Gateway will see the file and
automatically import it within a few seconds. Log on to the Gateway as Administrator and

«®

check that the Receivers were created - you probably need to click on the “Include Bypassed”,
and press Search, to see them.

For Automated GALSync with Exchange server:
1. Create a local security account for the GALSync, example: GALSync.
Set the NTFS permission to Modify, on the SpamLion1\ Xfer\Sync folder to include the
GALSync security account.
3. Create a share called “Sync$” on the SpamLion1\ Xfer\Sync folder and set share permissions
to Full Control.
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For Automated GALSync with Exchange server (contined)

6. Copy the appropriate folder from SpamLion1\GALSync (Exchange 5.5 - GALSyncEX55,
Exchange 2000 - GALSyncEX2K, or Exchange 2003 - GALSyncEX2003) to the appropriate
Exchsrvr folder on the Exchange Server (usually C:\exchsrvr, but it might be in c:\ Program
Files\ Exchsrvr, or on a different drive).

7. Modify the ADE.BAT file to the correct share, userid and password that you have created
previously.

4. Initial Receivers update using the ADE.Bat file.

Run the initial export. Type: “ade /extract user”

6. Log on to the Gateway as Administrator and check that the Receivers were created (You may
need to click on the “Include Bypassed”, and press Search, to see them).

o1

I
N

—( Y- If there are any problems, check that the Scheduled Task has permissions appropriate
<" torunan LDAP query, create files, connect to the network share, and transfer the file.

7. Use the Windows Scheduler to have this batch file run daily, or run it whenever you’'ve made
changes to the email accounts on your Exchange network.

Export Active Directory Contacts as Receivers (Optional)
Some organizations define email-enabled identities in their Active Directory. These identities
do not have a mailbox on the Exchange Server; however, they have a email identity on the
email domain. The purpose of these identities is to forward email to another address.
Inbound email sent to this type of identity is immediately forwarded to another email
address. If you want to protect this type of entity you may either enter the address manually
in the Receivers page or use the ADE utility to transfer them from AD to SpamLion. The
following steps rely on the share, permissions and user login id created in the previous step:
1. Modify the ADE.BAT file to use the correct share (Sync$), userid (GALSync) and password
that you have created previously.
2. Type “ade /export user contactasreceiver”

Just as with Automated GALSync, you can schedule this task to occur regularly.

2. Synchronize Receivers’ Email Addresses — Other Email Servers

Automatic Discovery

The Gateway will automatically discover the primary email address of each person by
monitoring outbound email.

Alias addresses are discovered by monitoring incoming email, providing them with a separate
quarantine. To combine them, perform an Automated or Manual GALSync.

Manual GALSync
Either have your email server export a list of primary and alias email addresses, or create a text
file (shown in the example below). Then place this file in the \SpamLion1\ Xfer\Sync folder.

The format is, one entry per line:
[primary email address] [Tab key] [alias1] [Tab key] [alies2] [Tab key] [alies3] ...repeat
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Manual GALSync (continued)
For example:

dlyon@spamlion._biz

john.doe@spamlion.biz accounting@spamlion.biz
mary .doe@spamlion.biz

sam.smith@spamlion.biz

Jane._doe@spamlion.biz sales@spamlion.biz
rbest@spamlion._biz

@ For more information on GALSync with non-Exchange servers, see KB200509-6.

\ 3. Enable Dictionary Attack defense

After all Receivers (and aliases) have been discovered, created, or synchronized, log on to the
Administrator console — Settings — Notices — Non-Deliverable Inbound Mail section, and enable
(check) the “Reject mail to non-existent Receivers” feature.

Leave “Send NDRs to Invalid Senders” unchecked to discourage NDR Relay attacks and help
prevent outbound NDR congestion. Note: Regardless of this setting, the Gateway will NOT
return the original message in its NDR Notice, so such attacks will be fruitless for spammers.

I
_‘O’_ Valid Senders will receive NDRs if they misaddress mail to your staff (Valid Senders
o are not effected by the Send NDR feature).

4. Customize the Welcome Notice (Validation/Registration Notice)

First open a browser using the Inside URL, and logon as the Administrator. (Check the box
“SpamLion Administrator” and click “Submit” to have the password field appear).

Default Username: administrator
Default Password: spamlion

Once logged on, select Settings. then click on Notices.
Feel free to modify the Registration message, we recommend:

e Click on Help for the most current information. (Help pages are from
www.SpamLion.com, and will contain suggestions and samples used by other

companies)
e Place your company’s phone number in the message
e Provide the <ONE_CLICK_URL> near the top, and on its own line (so that it stands out)
e  The shorter the better
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\ 5. Automated and Manual Whitelisting

Automated Whitelist Discovery
By default, the Gateway will auto-whitelist all email addresses sent to by a Protected person.
(This can be disabled on a per-user basis.)

Also, the Gateway can be set to auto-whitelist all email addresses sent to by a Bypassed person.
To set this up go to Settings - Processing, and un-check the “Skip Outbound AutoValidate for
Bypassed Receivers” feature. This feature enables building a whitelist before turning on
protection.

Whitelist Sent Email Folders from Exchange

The learning process can be jump-started by extracting the addresses of everyone your staff has
sent email to from their “Sent” folder in Exchange. This is ideal for companies who want an
“instant whitelist.”

The Outlook Export and Upload Utility* enables your staff to instantly create and upload a whitelist
of whom they have been communicating with. This secure and distributable utility enables the
gateway to be deployed with a near perfect whitelist from the start. *Requires Outlook 2003.

Use the included Outlook Export and Upload Utility included with the product (in
the Utility folder). Watch the video on http:/SpamLion.com/Demd,.

" | -
_,Q\_

Q Refer to KB200509-5 for instructions on how this is manually performed.

Manual Whitelist a Single Email Address
Using the Quarantine Manager or Administration website, click on Senders, type in the full
email address, and press “Valid.”

Manual Whitelist an Entire Domain

To whitelist a Domain, Log in as the Administrator (it can not be done from the Quarantine
Manager) and type just the Domain Name (no special characters), for example SpamLion.com;
however, be aware that approving a commercial domain, such as HotMail.com or Yahoo.com
will dramatically reduce anti-spam effectiveness.

Whitelist Import Email Addresses
Simply create a list of addresses and use the Upload utility. Just skip step 1, because you're
providing a list of e-mail addresses rather than extracting them from Outlook.

An Example of a list: U, .
john.doe@spamlion.com _O_ Use the included Outlook Export and

dan. lyon@stopuce.org < Upload Utility included with the product
hostmaster@webhabitat.com (in the Utility folder). Just skip the first
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http://SpamLion.com/Demo

Lists can also be directly imported on the server, without using the Upload utility by following
KB200301-3 and formatting them as depicted below.

Z N?//} See KB200301-3 for tips on how to easily create and format this file using Excel.
~

An Example of a direct import file:
x-sender: jane.doe@spamlion.biz
X-receiver: john.doe@spamlion.com
X-receiver: dan.lyon@stopuce.org
X-receiver: hostmaster@webhabitat.com

must be a Protected Receiver’s email address. (Outbound messages have the

ii Please note, that for the Senders to be created as Valid, the first entry ( x-sender)
sender/receiver labels reversed.)

Export Active Directory Distribution Lists

Some organizations have the list of external contacts organized as distribution lists within their
Microsoft Active Directory. You can use the ADE utility to export the addresses and place them
as valid senders in the SpamLion database.

Follow the steps listed below:

1. Using the SpamLion Administrator console Receivers page, insure that you have a
protected Receiver with Validation set to “Company.” It may be the Administrator
account, for example: administrator@mycompany.com.

2. Set the NTFS permission to Modify, on the SpamLion1\ Xfer\ Xfer folder to include the
GALSync security account.

3. Create a share called “Xfer$” on the SpamLion1\ Xfer\ Xfer folder and set share permissions to
Full Control.

4. Modify the ADE.BAT file to use the correct share (Xfer$), userid (GALSync) and password
that you have created previously.

5. Type “ade /export contact administrator@mycompany.com”

Note: This is very similar to GALSync; however, it exports to the \ SpamLion1\ Xfer\ Xfer folder
(not the Sync folder), and it formats its output as specified for Whitelist Import (above).

Import Outlook and/or Outlook Express Contacts as Valid Senders
In the event that your contacts are not in Active Directory, you may want to import Outlook
and/or Outlook Express contacts from each user’s own address book to SpamLion.

Q Refer for detailed instruction in the KB200302-1, Contact Import.
Please note that for the Senders to be created as valid, the first entry (x-sender) must be a

Protected Receiver’s email address. (Outbound messages have the sender/receiver labels
reversed.)
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6. Configure SMTP Email Delivery Settings

For Performance spamlion.com_XFER Properties : 2| x|
In companies with high traffic volumes, the

outbound email re-try queue may grow to a
size that impacts IIS’s performance. In order
to reduce the possibility of this happening,
make the following adjustment to the settings

General] Access] Messages Delivery ] LD&P Houting] Securit_l,l]
Outbaund

Firat retry intersal [minutes):

"

=
==
=

Second retry interval [minutes):

. . el et S 480
found in IIS Manager, SMTP Virtual Server Thie ety interval[ines)

Delivery property. Change the settings to bz ey iy riessel o) 440
correspond to the ones in Figure 6. Delay natification: Days

o [xe)
= [x:]
[x:]
o

Expiration timeout:
For Failover
Alternately, changing the Expiration timeout
to 3 days, will hold all messages in queue for
up to three days, should Internet access be lost Expiration tmeaut
or your email server becomes inoperable. The

Local

Drelay notification: 393 |Daps
Minutes

Minutes =

RE

. . Outbound Securty... | Dutbound ons... | Advanced...
trade-off is that Welcome Notices to non- boune Fee e el R el
existing Senders will be queued for up to three Cocel | dooy | Heb |
days — in high-traffic situations this can cause

a minor performance impact. Figure 6, IIS's Performance SMTP Settings

. Defining Additional Domains

Adding Protected Domains

If you wish to also Protect mailboxes in this new domain, submit a support ticket to SpamLion,
Inc. to have your license file reissued to include the new domain. A Standard support fee is
normally required, and the Domain must be fully owned and operated by your company (other
restrictions may apply).

After obtaining the new license file, follow the instructions under Replacing the License File in
the Licensing chapter of this document, and then continue on to configure IIS.

If you do not want to protect the additional domain, no change in the license file is required, as
the Gateway automatically passes all email through that are for unprotected Domains.

Configuring IIS SMTP

Using IIS’s MMC (Microsoft Management Console), add a Remote Domain, set it to allow
Incoming email, and then enter your Email Server’s IP address, in square brackets, in the Route
Domain to “Forward all email to smart host” setting.

See KB200509-7, Defining Additional Domains, for a step-by-step procedure of
how to configure IIS's SMTP service to accept incoming mail for other domains.
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Deployment

Partial Versus Company-wide Protection
The Gateway can be set to protect no one, a select few, or everyone in your company, simply by
selecting which email addresses to protect (versus bypass).

Understanding “First Contact” Protection
The Gateway only Quarantines email from, and sends a Notice to a First Contact —no one else.

The Gateway’s unprecedented accuracy comes from using the firewall paradigm: “allow all
known responses back in, question only the unknown” - all first contact email is unknown.

Several email communication studies have show that over 99.99% of First Contact email is spam,
but more importantly, that non-First Contact email was not spam.

s

N
_O Automatically learn with whom your company communicates and allow that mail
= through. Over 99.99% of everything else is spam.

Validating the One in Ten Thousand Real First Contacts
Simply let people know that email from someone new will need to be one-time validated, and
that there are several easy ways to do this:
e The Sender clicks on the One-Click Validation link in the Welcome Notice
The Sender replies to the Welcome Notice
¢ You manually Validate them by using the Quarantine manager
Someone (or something) at your business sends them an email

o . . . .
_Q_ Feel free to customize our user guide template to your preference. It's written in
"¢ Microsoft Word and located in the SpamLion1\ Documentation folder.

Additionally, check our website for Instructional Videos.

Eliminate First Contact Validations for Existing Customers and Vendors
Please refer to Additional Installation Features — 5. Automated and Manual Whitelisting.

Y | s, . . . . .
_O_ Update your company’s website — instead of displaying email addresses, use an
= information gathering form, then relay the form’s confirmation through the Gateway.

e  This will auto-whitelist new customers

e More importantly, it's not about auto-whitelisting; it's about better understanding
your customer’s needs when they first contact you.

e Read KB200509-4 for more information.
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Staged Rollout

Regardless of how you build your initial whitelist (learning or importing), most companies find

it easier to deploy a new product to groups of users, rather than the entire company all at once.

To facilitate a staged rollout without burdening the administrator or IT department, just ask
groups of people to connect to the Gateway’s website and enter their email address, connect to
their Quarantine Manager with the One-Click Logon, and select “Protected.” Just as with any
company-wide rollout, only without the administrative overhead.

Restricting Use
You may also restrict users from changing their settings (such as enabling or disabling
protection) by altering the Receivers’ User Interface Settings via the Administrator console’s
Settings, Processing page.

Consulting Services
To ensure a trouble-free installation, please leverage the expertise of an authorized Reseller or
Partner.

_:<|j\_ The guidance an experienced SpamLion Reseller / Partner can provide can be of
S great value. Whenever installing a system that can potentially affect everyone
within your organization, seeking the assistance of someone who has previously
performed such work is highly recommended.
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Maintenance

Automated Housekeeping
The following maintenance tasks are performed at time intervals you set:
e Purges unclaimed Quarantine and Trash
¢ Removes Invalid Senders who no longer send you email
e Purges unused One-Click Validations and One-Click Logons
e Automatically backs up and packs the Microsoft Jet database
e Automatically purges old log files and backup databases

Log Files
After the first week or so, please turn off IIS’s Logging, and set SpamLion’s logging to minimal.

Backups
The most critical data to backup regularly is:
e Gateway’s database: /SpamLionl/Database/spamlion.mdb
(Feel free to delete the auto-backup files (SpamLion.###.mdb)

A Please follow KB200301-6 to snap-shot the database (do not attempt to backup
the live database while the Gateway is running).

You should also make a copy of:
e customized logon or registration pages:
0 /SpamLionl/Web/login.htm
0 /SpamLionl/Web/register.asp
e installation software
e license file

There is no need to backup the Quarantine folder, being it’s all from unknown sources.

Software Updates

SpamlLion, Inc. regularly improves the Gateway’s performance, user interface, and adds
capabilities beyond blocking normal spam. For example, future releases are planned to stop
Identity Theft Relay, invalid NDR’s, and Phishing.

Y | s,
—/O\— An annual subscription to Software Maintenance is required to obtain updates

= and 50% off technical support.
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Trial License
The system is fully functional during any trial period.

After the first two weeks, the Gateway will notify the administrator once each day about the
number of days remaining with the current license. When you’ve accepted the product (or
completed the 30-day satisfaction guarantee period), simply notify your Gateway vendor finish
the purchase and obtain a non-expiring license.

If the License Expires

The Gateway will switch into “full bypass” mode, and pass all email through the system without
any protection. Email flow will not be interrupted, but be prepared for complaints from your
staff, as no other anti-spam product can provide such unprecedented protection.

Replacing the License File

Simply replace the existing license: \SpamLion1\Engine\SpamLion.lic, with the permanent
license. Then stop and restart the SpamLion service. Make sure that you save this new license
in a secure place as part of your backup procedure.

Copy Protection
The product is constrained to protect a limited number of mailboxes (alias addresses are not
counted), for only the Internet Domains owned by your company and used by your staff.

To increase the number of protected mailboxes (users), or to add another registered domain,

contact your Reseller/Partner to purchase the additional license(s). When your purchase is
complete, they will send you a new License File, which you’ll replace as previously described.
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Uninstall

If you plan to ever reinstall the Gateway, please make a Backup as described in
the Maintenance Section of this guide.

Before removing the Gateway, restore mail routing to its original configuration.
e Set your firewall to route inbound mail to your mail server.
e Change the Smart Host entry on your mail server to no longer send
outbound mail through the Gateway.
o Test the changes to ensure mail is flowing directly to and from your
mail server (no longer through the Gateway).

In some instances, InstallShield® may not operate properly when using
Add/Remove Programs, therefore running Setup.exe and selecting the Remove
option is a best practice. If you have difficulties, follow the Manual Removal
process covered later in this section.

> B>

Typical Removal

1. Ensure email no longer flows through the Gateway by reconfiguring your firewall
and email server.
2. Launch Setup.exe, just as done when installing the program.

Program Maintenance

Madify, repair, or remove the program.

" mModify
TE Change which program Features are installed, This option displays the

Custan Selection dislog in which wou can change the way Features are
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shorbouts, and registry entries.

o Remove

e Remove Sender Validation Gatewsy from your computer,
|3

< Back,

Cancel I

3. Select the Remove option, press Next, and wait for the remove to complete.
4. 1If you have other websites (or FTP sites) on this server, and are planning to re-install the

Gateway, then record their setup information, as you will need to redefine them after you
reinstall IIS and the Gateway.
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If you are not planning to reinstall the Gateway, then there is no need to remove IIS
(do not continue on to step 5, unless planning to reinstall the Gateway).

5. Launch Add/Remove Programs from the Control Panel.

LComponents;

.-'lu:u:essu:uries and Utilities 45 MB =

M § Application Server 246 MB |

[ [E8 Certificate Services 1.4 ME
[ ™0 E-mail Services 1.1 ME
[] ¢4 Fax Sarvices 221 MR j

Dezcription:  Ihcludes ASP.MET ., Intemet [nfarmation Services [I15], and the
Application Server Conzole,

Total dizk zpace required: 29 1B s |
Space available on digk: 801072 ME SR

6. Select Application Server, and press Details.

Application Server x|

To add or remove a component, click the check box. & shaded box means that only part
af the component will be installed. To see what's included in a component, click Details.

Subcompanents of Application Server:

| "%] Application Server Conzole 0.0MB ;I
[ By asPHET 0.0 ME
@ Enable network. COM+ access 0orE
%{'ﬁ Enable network. DTC access 0.0ME

_:- £ Intermet Information Services [1I5) 18.1 ME
& Mezzage Quy=uing 6.5 kB

[~

Dezcnption: 1S Includes ‘web, FTF, SMTP, and MMTP support, along with support
for FrontFage Server Extensionz and Active Server Pages [A5F].

Total dizk space required: 29 MB Dietails |
Space available on dizk; 300y 2 MEe
(] I Cancel |

7. Un-click Internet Information Services (IIS), and select Ok, and then OK again on the next

window, and close the IIS MMC when finished.
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When re-installing the Gateway, follow Appendix I or II to properly reinstall IIS first.

Note: The Gateway will not re-install properly if IIS is not completely uninstalled and re-
installed, because uninstalling the Gateway removes its Virtual Servers from IIS, and you
must reinstall IIS to have them recreated.

Manual Removal
Should the Typical Removal Fail, or if you just want to ensure the Gateway is completely
removed from the system, check that each of the following steps has been completed.

1.

Component Services

File: | Action  Wiew  Window  Help

=10l x|

File

Action  Wiew  Help

o B EHFRB R > a0 m
%SBrvices(Local) %, Services (LocEgEm—.

SpamlLionl

Mame  /

| Crescription | Skatus |:|

%Smart Card

Manages a...

amLioni webhabitat. .,
%Special Adminiskrati,..  Allows adm, .,
s

Stop the service
Pause the service
Restart the service

Started

Stop the SpamLion1 Service (if it was not removed).

=18

I3

-

»a@E =R 20k E

1

=101x]

=[] Computers
E@ My Computer
=3 com+ applications
f-%2 MET Litilities
B com+ Explarer
% COM+ QC Dead Letter

Lilities
115 Quk-Of-
b SpamLion
: @0 SpamLionSink.

Computers

-1 DCOM Canfig

S oo

4
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Open Component Services” MMC (Administrative Tools, Component Services), and
navigate down to: Computers\My Computer\ COM+ Applications

Ensure the SpamLion and SpamLionSink COM+ Applications were deleted by right-
clicking on them and selecting Delete. Then close the Component Service MMC Window.

Launch REGEDIT.EXE and ensure the following entries are no longer in the Registry:

My Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\SpamLionl
My Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SpamLionl

Installation Guide v1.8



(Improperly editing the Registry can result in complete failure of the system, ensure you are
only deleting only these two keys.)

% Add or Remove Programs ) ;IEIEI

Currently installed programs: Sort by IName 'I

¥ Sender Yalidation Gateway

Click here For support information.

To remove this program From your computer, click Remowe,

Componenks

wStartl J @ &8 J ‘L) Add or Remove Programs | ;‘ﬁ,ﬂ 12:27 PM

Select Add/Remove Programs from the Control Panel, and Remove the Gateway if it is
listed. Then complete steps 3 through 7 in the above section Typical Removal to remove the
InstallShield’s Setup and IIS’s custom configuration.

Ensure both folders have been removed:
a. \SpamLion Product (Installation files)
b. \SpamLion (the Gateway program and Quarantine)

Reboot the system
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Appendix | (11S 5.0)

1S 5.0 Setup for Windows 2000 Server, Advanced Server,
Windows Professional, or Windows XP

Please follow the following steps precisely to simplify installation of the Gateway. If IS has
already been installed, it's best to remove it and re-install it exactly as shown below.

setup sparlion.lic

‘Windows Update

Programs

Documents

Metwork and Dial-up Connections
N P

PFrinters
Help a Taskbar & Start Menu...

Search

Run...

Windows 2000 Server

Shut Dowrn, ..

Jm@@“ B z06Fm

| i start

1. From the Start button, select Settings, and then Control Panel.

%\ E3 Control Panel
File Edt Yiew Favorites Tools Help
dmback v = v

Address I@ Cantral Panel
—

- Accessibility
Control Panel Options Hardware

Add/Remove Programs

Installs and removes programs and
Windows components Automatic Date)Time Display Falder Options
Updates

My Document

Windows Update

Windews 2000 Support P % ;@ %
i

Game Internet Keyboard
Controllers Options

Y @ 9

Licensing Mouse Net_work and Pholje and

M J m @ @ |J|@Eontrol Panel 0 300 PM
2. Click on Add/Remove Programs.
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emove Programs y ;I.glll

Currently installed programms: Sork by:l Tame - l

ﬁ Internet Explorer Q903235 Size 15.7ME =]
Click here for support information, Used  Frequently

Last Used On 71252005
[ooreott oo | e rngepiencre |
ﬁl Update Rollup 1 Far Windaws 2000 SP4
&y wirtual Machine Additions Size: 854KE
ﬁ windows 2000 Hotfix - KE342773
ﬁ windows 2000 Hotfix - KES33939
ﬁ! windows 2000 Hotfix - KES90046
ﬁ! windows 2000 Hotfix - KES94320
ﬁ ‘Windows 2000 Hotfix - KBE96353
ﬁl wWindows 2000 Hotfix - KEG96422
ﬁ windows 2000 Hotfix - KE397715 —
ﬁ.’ ‘Windows 2000 Hotfix - KE201214

B0 vidindrs Trakallar % 1 (KRRORENTY LI
Clase |
iiStart”J m & @ |J =] Cortrol Panel “-’}';';]Add,-"Remove Programs |% 3111 PM

3. Click on Add/Remove Windows Components

Windows Components Wizard T Inlll
‘Windows: Components
“You can add or remove components of YWindows 2000, =
15.7MEB *
frequently
Toadd or remove a component, click the checkbox, & shaded box means that anly 7i25/2005

part of the component will be installed. To see what's included in a component, click

D etails. gefRemove |

LComponents:
Accessories and Utilities

[ [#8 Certificate Services e B54KE
[ 7 Indexing Service
Internet Informati ]
[ 1 2= W amanement and Mositorinn Tools
Description: 115 services [Web and FTF support] along with support fior FrontPage,
transactions, A5 Pz, databaze connections, and receiving of posts.
Total disk space required: 0.0 ME Deta
Space available on disk: 80373.2 ME —
< Back I Mext > I Cancel |
indriae Thckaller 1T IKR=G = LI
Close |
il start | |J H @ < |J (=] Contral Panel | = add{Remove Frog... | IWindows Compone... | ® z19mm |

4. Select (NOT check) Internet Information Services (1IS), and click on Details
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Windows Components Wizard : ; : x| s ||:|| il
Internet Information Services (IIS) ﬂ
Bme -
Tao add or remaove a companent, click the check baw. A shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Detalls. 15.7MB =
Subcomponents of Intermet Information S ervices [[15]: frequenthy
O @ FrontPage 2000 Server Extensions 41 ME ;I 7{25jz005
'}ﬂ] Internet Information Services Shap-n 1.3ME ge/Remave |
Oa Q Intermet Services Manager [HTHML] 0.7 MB
O NNTF' Service 41ME
SMTP Service 5.0 MB e B54KE
: ! 1.9ME §
Dezcription:  World “Wide “Web Server, which supports access to 'Web sites.
Total disk space required: 0.0MB i |
Space available on disk: 803792 ME I
ak [! Cancel | 1]
2 : e I
Tirdenas TraFAller 5 1 TFEROSeT LI

Close |

Eastart”J m a8 @ |J [=#] Contral Panel | ?ﬂnddp’Remove Prog...lIWindows Compone... |'& 3119 PM

5. Check SMTP Service, and World Wide Web Server, then click on OK.

6. Continue to click on OK, to close all the previously opened windows,
then close the Add/Remove Programs window.
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Appendix Il (11S 6.0)

IS 6.0 Setup for Windows 2003 Server — Standard or Enterprise

Please follow the following steps precisely to simplify installation of the Gateway. If IS has
already been installed, it's best to remove it and re-install it exactly as shown below.

6. Accessibilicy Options
= add Hardware

Administrator

; W ~ddor rograms
_\g Manage Your Server 5! My Computer 4@ Administrative Tools k
=7 Date and Time

H’ Ca |

o
(. / windows Explorer

Display
=Y &

i) Falder Optians
49 Administrative Tools »
=8 Fonts
o | d P 4 s
e ‘_;j Printers and Faxes = Game Cantrollers
@ o “# Internet Options
MNotepad
@J Help and Suppart @ Keyboard
‘- Licensing
/'.) Search ';) Mause
e & Network Cornections

L Phone and Modem Options

%4 Power Optians

"2y Printers and Faxes

9 Regional and Language Options
% Scanners and Cameras

=4 scheduled Tasks

@ sounds and Audio Devices

Log OfF E)] Shut Down @ Smeech

-—f-i Stored User Names and Passwards
EEEEr T

Al Programs ¥

o Imf 4
Sort by: IName 'I

2. Click on Add/Remove Windows Components
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6 Add or Remove Programs

Windows Components Wizard

Windows Components
ou can add or remove components of Windows.

To add or remove a component, chick the checkbos, & shaded box means that only
part of the component will be installed. To zee what's included in a compaonent, click
Dietailz.

LComponents:

Accezzones and Utilities 45ME
[ IO ; 245 MB |
[ [BA Cerificate Services 1.4 MB
| E-mail Services 1.1 KB
[1 4 Fax Servicas 22 N MR LI

Description:  Includes A5 MET. Intermet Information Services [I15). and the
Application Server Conzale.

Total dizk space required: 36 MB Details
Space available on dizh: 801758 MB -
¢ Back I Mest > I Cancel | Help |

3. Select (NOT check) Application Server, and click on Details.

6 Add or Remove Programs

Windows Components Wizard

Application Server ! : ﬂ i

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server:

O “Sfu Application Server Congole 0.0ME ;I
[ By a5PNET 0.0 ME
] B Enable network COM+ aceess 0.0MB
| @ Enable nebwork DTC access 0.0ME

B ¥E Intemet Information Services (115] 18.1 MB

[] = Message Queuing E.AME

&

Dezcrption: 115 Includes Web, FTF, SMTE. and NMTF support, along with support
for FrontPage Server Extenszions and Active Server Pages [A5F).

Total disk space required; JEMB Bt
Space available on dizk: 80175.8 MB I
0K I Cancel |

< Back | Mesit = | Cancel | Help |

4. Select (NOT check) Internet Information Services (IIS), and click on Details.
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% add or Remove Programs

Windows Components Wizard
Application Server

Internet Information Services (I1S)

To add or remove & component, click the check bow, & shaded box means that only part
of the component will be inztalled. To zee what'z included in a companent, click D etails.

Subcomponents of Internet Information Services [I15];

Description: A core camponent of |15 that uzez HTTF ta exchange infarmation with

Web clients on a TCPAP netwark,

Total disk zpace required; 23 MEB
Space avallable on digk: 80175.8 MB

i QK Cancel | epnrmoeman

O @ FrontPage 2002 Server Extensions 51 MB ﬂ
% Internet Information S ervices Manager 1.3MB
O I;ﬁ Internet Printing 0.0ME
[ E5NNTP Service 1.2MB
SMTP Service 1.3 ME

i j 3.0MB

Detals.

5. Check SMTP Service, and World Wide Web Service,
then click on Details.

% Add or Remove Programs
Windows Components Wizard

Application Server

Internet Information Services (1153

World Wide Web Service

To add or remove a companent, click the check box. A& shaded box means that anly part
of the component will be installed. To zee what's included in & component, click Details.

f Subcomponents of Wiorld 'Wide Web Service:

! Pag

O Internet Data Connector
O I:i Femate Administration [HT kL)

| Ei Remote Desktop 'wWeb Connection
[ |%] Server Side Includes

[ [#]webDay Publishing

o8 world Wide Web Service

Description:  Allow A5P files. Active Server Pages iz always installed.

Total disk space required: 29 MB Bl |
Space available on dizk: 80175.8 MB

0.0mMe
5.7 MB
0.4 MB
n.oMe
0.0mMe

1.9M8 x)

Cancel | i |

. = 1

6. Check Active Server Pages, and click on OK.

7. Continue to click on OK, to close all the previously opened windows,

then close the Add/Remove Programs window.
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